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Australia’s national security

Qualified, accredited and certified — We pride ourselves on delivering quality technical
evaluation outcomes, leveraging our depth of technical assurance knowledge and industry experience.

Patrick Campbell-Dunn, CEO and Securus Labs Controller

Our expertise is based on our staff having spent decades working in
five-eyes agencies, Defence and industry sectors, developing new
techniques and capabilities that test, assess and evaluate
products to the highest level of technical assurance.

Securus Labs is backed by a team of highly qualified and
experienced evaluators, engineers and security professionals.

Our credentials
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Your professional experts for

We are focused on being a world leading capability enabler, providing tailored technical
evaluation assessments through our trusted partnership approach - your success is our success!

Our Lab Capabilities

ADVISORY

Securus Labs offers clients a
dedicated advisory and
consultation service for all your
technical assurance activities
in our NATA accredited ISO
17025 certified laboratory.

Readiness assessment
AISEP acceptance guide
Security Labelling Scheme
Supply chain assurance
Evaluation roadmaps
Critical infrastructure
Managing FOCI risks
Cyber security
Gap-analysis
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EVALUATIONS

Securus Labs offers many
evaluation options including
Common Criteria, Security
Labelling Scheme and bespoke
high assurance assessments.

Risk assessments

Common Criteria (CC)
Hardware and software
Counterfeit detection
Security Labelling Scheme
Digital forensics

High Assurance

Code review

Cryptographic assessments
EMSEC
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SUPPORT

Securus Labs offers ongoing
support options to ensure
you’re getting maximum return
on investment from your
evaluation efforts.

Evaluation maintenance
Annual reviews

Security hardening
Product revisions
Quality assurance

Risk management
Testing against CC
Defence liaison

On-call advice
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Advisory Service

Securus Labs offers evaluation services that cover the entire lifecycle of your product. This includes pre-
evaluation consultancy to advise on your security evaluation options, documentation (evidence) review and
guidance on how to best prepare your product for evaluation under Common Criteria, Australia’s Security
Labelling Scheme or other international evaluation frameworks.

To ensure confidence in a successful evaluation outcome, we can prepare readiness assessments and
Australian Information Security Evaluation Program (AISEP) acceptance guidance to ensure you’re best
positioned when a security evaluation formally commences. We can advise on:

e Common Criteria program as an Australian Information Security Evaluation Facility (AISEF).

e Cross listing on the National Information Assurance Partnership (NIAP) program in the United States.

e Australia’s Security Labelling Scheme (SLS) for smart devices through our partnership with the initiative.

e  Supply chain assurance considerations, including Foreign Ownership, Control or Influence (FOCI) risks.

e Industry specific options, such as evaluation routes for Defence vs Critical Infrastructure vs commercial.
e Product prototype testing and gap analysis of hardware against potential future CC evaluation activities.

Consultation Evaluation Certification Support

Our advisory services are available through all evaluation activity stages, including post-certification.
Securus Labs can assist your R&D efforts place future products in a certification-ready position.
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Security Evaluations

Our experienced security evaluators and engineers can undertake evaluations under Common Criteria; the
Security Labelling Scheme and design bespoke high assurance assessments tailored to your product.

Common Criteria assessments are internationally recognised and enable a product to be marketed with a
recognisable certification in the US, EU and Australia. The Security Labelling Scheme provides assurance to
your customers that your product is secure by design straight out of the box.

Common Criteria assessments against Protection Profiles (PPs) and Evaluation Assurance Levels (EALs).
Detailed risk assessments of any hardware or software (including code reviews).

Digital forensic reporting post-incident or to support legal actions.

High assurance evaluations, for example of cryptographic equipment.

Emission Security (EMSEC) testing and reporting to mitigate against electronic espionage.

Counterfeit detection to support supply chain assurance.
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Government Military Critical Infrastructure Commercial Private

Securus Labs clients are here in Australia and internationally across all major sectors from Government
agencies, military services (Army, Air Force, Navy), Critical Infrastructure providers, commercial operators and
manufacturers as well as private clients who’re seeking to expand into key industry sectors.
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Ongoing Support
At Securus Labs, we believe in building long-term trusted relationships with our clients.

While evaluation activities and ultimately certification are critical to success of your product, so too is ongoing
assurance continuity, product design and re-certification support.

e We provide evaluation maintenance support, ensuring
during the life of your given certification (usually 5 years),
assurance is monitored, maintained and re-certification is
prepared ahead-of time to ensure uninterrupted market and CC EVALUATION
contract conditions with your key customers.

PREPARATION

e Annualreviews are offered to catch any scope changes VALIDATION

early, ensuring impacts are minimised on future renewals.

CERTIFICATION

o We also offer quality assurance, risk management advice
and ongoing testing of prototype products against CC.

going testing ot prototype p & ASSURANCE CONTINUITY

e  Ourexperts are on-call and available to support you in your

evaluation journey, in addition to liaison to departments RECERTIFICATION

such as Defence and intelligence agencies.

Certification & product lifecycles
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Partner with Securus Labs for your evaluation needs.

Book a no-obligation consultation today to discuss your requirements.

D Phone: +61 (02) 6189 4920 }E{ Email: info@securus-cg.com

Case Study belkin

Securus Labs has worked with Belkin, an American electronics
company, for several years evaluating security hardware for use
in classified environments.

v" Our collaborations have ensured national security
considerations were built into new products developments
to meet client specific requirements.

v" We have evaluated products against Common Criteria
protection profiles and supported re-design efforts to
achieve positive certification outcomes.

v' Securus Labs continues to support Belkin across a fleet of
security products for clients in Government and Defence.

About Us

Securus is an agile consulting group established in 2020. We are 100% Australian owned and operated, focused
on being a capability enabler and trusted partner.

We have staff across several Australian states. i

We have extensive Government experience. .
We build long lasting trusted relationships.

Security Labelling Scheme evaluation lab.

ISO 17025 Testing certified laboratory.

ASD AISEF for Common Criteria (CC) evaluations.

. Sole APAC ISO 21384-3 drone assessment provider.
° Defence Industry Security Program member.

. All staff are AGSVA security cleared.
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